Application Notes

One-Click Update

JULY 2014

This document provides guidance on
upgrading EWS devices using the One-Click
Update(OCU) feature of the EWS Switch.
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Introduction

In addition to the current Bulk Firmware Upgrade feature available on the EWS
Switch, One-Click Update (OCU) further enhances and simplifies the process
of upgrading firmware of EWS devices.

Starting from August 2014, all EnGenius EWS Switches shipped will support
One-Click Update.

What is One-Click Update?

One-Click Update is an easy way to keep your EWS devices (both Switch and
AP) running smoothly with the most updated firmware by automatically
checking online for new released firmwares available and prompting you to
update your devices.

The main purpose of OCU:

1. Allows end users to upgrade their EWS devices (switch and AP) with
ease.

2. Conveniently check that the current firmware on their EWS devices
(switch and AP) are the most up-to-date version so that they can enjoy all
the new features available.

3. Make sure that the firmware of the EWS switch is compatible with the
EWS APs (and vice versa).
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Understanding One-Click Update

How does it work?

Latest firmware images for both EWS Switch and AP will be hosted on an
online server.

Upon logging into the EWS Switch GUI, the EWS Switch will automatically
detect whether a new firmware for the EWS Switch and EWS AP is
available. If there is a new firmware available on the server, users will be
prompted whether they wish to upgrade to the latest version.

Users can decline to upgrade to latest firmware. By doing so, some new
features will not be available even if the EWS AP supports these new
features.

EWS Switch will reboot when upgrading procedure is complete.
In order for One-Click Update to function properly, both the PC accessing

the EWS GUI and the EWS Switch MUST have an active Internet
connection.
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Figure 1: OCU process flowchart
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One-Click Update GUI

Before operating, make sure that both the EWS switch and the PC accessing
the GUI has an active Internet connection. Note that OCU will only check APs
which are managed by the EWS Switch for updates.

1. Upon logging into the switch’s GUI, if there are updates available on the
server, an ‘OCU icon’ will appear on the upper right corner of the screen.

= & 2] U] =
Backup Upgrade Reset Reboot Logout

2. Clicking on the ‘OCU icon’ will redirect users to the Maintenance > Auto
Upgrade > Upgrade List menu.

% Statistics

* Maintenance

SSL Certificate
Troubleshooting
Bulk Upgrade
4 One-click Update
. Update List
Update Setting

3. Click on “Check for Updates” for the EWS Switch to check the server for

new firmware.
Check for Updates
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4. Select the models you wish to update by checking the checkbox and click

on ‘Update’.

=
EnGenius®
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Update List
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1 Updates Available

EWSIT0AP (1)

* Unabde to detect device SKU, please select SKU to upgrade.
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Bulk: Upgrade
# One-click Update
Update List
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Check lor Updates

Update Setting

0 Updates Installed Recently

5.  When upgrading APs with firmware ¢1.0.3, users will be prompted to

select and confirm the SKU. Click on ‘OK’ to proceed.

SKU Confirm

The SKU you selected is INT.
Are you sure you want to update with this SKU?
*Notice that you can not change SKU after this update.

o

6. The firmware upgrade process will begin.

One Click Update

0 of 2 devices completed.
Time Remaining: 1 mins

4 |

-

53%
| Hide |
Progress v Device Name MAC Address Current Firmware Target Firmware
Mo data available in table
Showing 0to 0 of 0 entries
Managed Device
Current Target
Progress ¥ Status Model SKU Name MAC Add Fin Fin
70% frmiare - ewsiap T Ews3zaP  ssDCesiTIFer  A04 205
pgrading cl03 c1.0.6
E Firmware . v2.0.7- v2.0.9-
ﬁ Upgrading EWS310AFP INT EWS310AP  88:DC:96:17:40:81 103 106
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7. Once firmware update is complete, the following screen will appear.

Update List

Cantroller | Switch

& Device Management 0 Updates Available

= Visual Monitoring

=2 Statistics

*%. Maintenance

SSL Certificate All devices are up to date.
Troubleshooting
Bulk Upgrade

4 One-click Update

Update List

Update Setting 2 Updates Installed Recently
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Firmware Compatibility Guide

Combination Scenarios
There will be 4 possible firmware combinations:

Scenario 1:
EWS Switch Old Firmware: CAPWAP version c1.0.4
EWS AP Old Firmware: CAPWAP version ¢1.0.3

In this scenario, OCU will not be available since EWS Switch c1.0.4 does not
support this function.

Suggestion: Update the firmware of the switch to ¢1.0.6. OCU function will be
available and firmware of AP ¢1.0.3 can be updated via OCU.

Scenario 2:
EWS Switch Old FW: CAPWAP c1.0.4
EWS AP New FW: CAPWAP c1.0.6 or later

In this scenario, OCU will not be available since EWS Switch c1.0.4 does not
support this function. Note that EWS Switch ¢1.0.4 cannot discover EWS AP
c1.0.6 or later.

Suggestion: Update the firmware of the switch to c1.0.6.

Scenario 3:

EWS Switch New FW: CAPWAP ¢1.0.6 or later

EWS AP Old FW: CAPWAP c1.0.3

In this scenario, EWS Switch ¢1.0.6 can discover EWS AP ¢1.0.3. Users can
simply use OCU to update the AP.
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Scenario 4:
EWS Switch New FW: CAPWAP c1.0.6 or later
EWS AP New FW: CAPWAP ¢1.0.6 or later

The ideal combination. CAPWAP version of both Switch and AP are fully
compatible. Use OCU frequently to check for the latest updates.

Firmware Combination Scenario Summary

Combination Remark

Switch ¢1.0.4 does not support OCU.
EWS Switch Old FW: CAPWAP c1.0.4
Switch ¢1.0. 4 can discover and use AP ¢1.0.3.
EWS AP Old FW: CAPWAP c1.0.3
Upgrade switch to ¢1.0.6 manually to use OCU.

Switch ¢1.0.4 does not support OCU.
EWS Switch Old FW: CAPWAP c1.0.4
Switch ¢1.0.4 cannot discover AP c1.0.6.
EWS AP New FW: CAPWAP ¢1.0.6 or later
Upgrade switch to ¢1.0.6 manually to use OCU.

Switch ¢1.0.6 supports OCU.
EWS Switch New FW: CAPWAP ¢1.0.6 or later
Switch ¢1.0.6 can discover and use AP ¢1.0.3.
EWS AP Old FW: CAPWAP c1.0.3
Use OCU to upgrade APs to c1.0.6.

Switch ¢1.0.6 supports OCU.
EWS Switch New FW: CAPWAP ¢1.0.6 or later AP ¢1.0.6 compatible with switch.
EWS AP New FW: CAPWAP ¢1.0.6 or later Use OCU regularly to keep both switch and AP

up-to-date

c1.0.3(AP) / c1.0.4(switch): current shipping fw (no OCU function)
¢1.0.6: firmware with One-Click Update (starts shipping in August)
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FAQ

How do | know what CAPWAP version my devices has?

For EWS Switch:

EnGenius®

EWS5912FP 8-Port Gigabit PoE+ L2 Wireless Management Switch with 2 Gigabit Pc

Controlier | Switch Summary

B Device Management Controller State

Summary
@ Enabled (O Disabled
Access Points
Active Clients

AP Clusters System Information

=5 Visual Monitoring
— Controller Version:
S Statistics

Max. Managed APs:
*» Maintenance ged

IP Address:

Base MAC Address:
Serial Number:

System Uptime:

Apply

1.06

20

192.168.0.239
88:DC:96:10:FE:57
138215182

19 hours, 6 mins

For EWS AP:

EWS310AP Dual Radio AP , 2T2R , 300Mbps + 300Mbps

Device Information

© overview

Device Status Device Name
Management MAC Address
- LAN

- Wireless LAN - 2.4GHz
- Wireless LAN - 5GHz
Country
Current Local Time
Firmware Version
Management VLAN ID

EWS310AP

00:06:2F:E8:BA:2E
00:06:2F:E8:BA:2F

00:06:2F EB:BA:30

Default

FriJul 25 07:28:17 UTC 2014
Untagged
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Appendix

Firmware Compatibility Table

EWS AP
¢c1.0.3 cl1.0.6
EWS Switch
\) X
cl1.0.4 compatible cannot discover, need to
manual upgrade switch
\) \")
c1.0.6 compatible compatible

c1.0.3(AP) / c1.0.4(switch): current shipping fw (no OCU function)
¢1.0.6: firmware with One-Click Update (starts shipping in August)
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